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1. Introduction to Information Technology Management 

1.1 Definition and Scope 

Information Technology Management (ITM) refers to the systematic discipline 

concerned with planning, organising, directing, and controlling an organisation's 

technology resources—comprising hardware, software, networks, data, and 

human expertise—in a manner aligned with its strategic goals and operational 

requirements. Unlike purely technical disciplines that focus on the design and 

implementation of systems, IT management occupies the intersection of 



technology and organisational strategy, translating business needs into 

technology capabilities and ensuring that IT investments yield measurable value.  

Weill and Ross (2004) characterise IT management as the exercise of decision 

rights over key IT assets, encompassing choices about IT architecture, IT 

infrastructure, business application needs, IT investment priorities, and IT 

principles. This definition underscores the governance dimension of ITM: it is 

not merely about managing technological artefacts, but about establishing the 

structures, processes, and mechanisms through which IT-related decisions are 

made, accountability is assigned, and performance is monitored.  

The scope of IT management has expanded considerably in recent decades, 

driven by the pervasive integration of digital technologies into every aspect of 

organisational life. Contemporary IT managers are expected to oversee cloud 

computing environments, cybersecurity operations, data governance, enterprise 

application portfolios, digital transformation initiatives, and IT service 

management—all while maintaining alignment with evolving business strategies 

and regulatory requirements. 

  

1.2 Historical Development 

The origins of IT management as a distinct organisational function can be traced 

to the mid-twentieth century, when large corporations began deploying 

mainframe computers for payroll processing, inventory management, and 

financial reporting. In these early years, data processing departments operated as 

largely self-contained technical units, with limited integration into broader 

managerial decision-making. 

  



The proliferation of personal computing in the 1980s, the emergence of 

enterprise resource planning (ERP) systems in the 1990s, and the explosive 

growth of the internet and e-commerce in the late 1990s and early 2000s 

fundamentally altered the relationship between IT and business strategy. The 

appointment of Chief Information Officers (CIOs) to executive leadership teams 

during this period signalled a growing recognition that IT was not merely a 

support function, but a strategic enabler of competitive advantage.  

The current era, characterised by cloud computing, artificial intelligence, the 

Internet of Things, and ubiquitous connectivity, has further elevated the strategic 

importance of IT management. Digital transformation—the wholesale 

reimagining of business models, processes, and customer experiences through 

digital technologies—has made effective IT management a prerequisite for 

organisational survival and growth in virtually every industry sector. 

   

2. Core Components of IT Management 

2.1 IT Strategy and Planning 

IT strategy refers to the long-term plan that defines how technology will be used 

to support and advance organisational objectives. An effective IT strategy is not 

developed in isolation, but in close dialogue with business leadership, ensuring 

that technology investments and capabilities are directly linked to competitive 

priorities, customer needs, and operational imperatives. The concept of 

IT-business alignment—the degree to which the IT strategy supports and is 

supported by the business strategy—is widely regarded as a critical determinant 

of IT value (Henderson & Venkatraman, 1993). 

Strategic IT planning typically involves an assessment of the current IT 



landscape (systems, infrastructure, skills, and processes), a definition of the 

target state aligned with business strategy, an identification of the gaps and 

transformation initiatives required to bridge them, and a prioritised roadmap 

with associated investment cases. Portfolio management disciplines are applied 

to ensure that IT investments are balanced across operational maintenance, 

incremental improvement, and transformational innovation. 

  

2.2 IT Governance 

IT governance encompasses the leadership structures, organisational processes, 

and relational mechanisms by which an organisation directs and controls IT 

activities to ensure that they achieve their intended objectives and manage 

associated risks. Van Grembergen and De Haes (2009) define IT governance as 

an integral part of corporate governance that addresses the definition and 

implementation of processes, structures, and relational mechanisms in the 

organisation that enable both business and IT people to execute their 

responsibilities in support of business/IT alignment and the creation of business 

value from IT-enabled business investments.  

Effective IT governance resolves fundamental questions about decision rights: 

who makes IT decisions, how those decisions are made, and how accountability 

is assigned and enforced. IT governance mechanisms include steering 

committees, IT investment boards, architecture review boards, project 

management offices (PMOs), and service level agreements. The maturity of an 

organisation's IT governance is a strong predictor of its ability to deliver IT 

value reliably and manage IT-related risks effectively. 

  



2.3 IT Infrastructure Management 

IT infrastructure management encompasses the administration of the 

foundational technology components upon which all IT services and applications 

depend, including servers, storage systems, networks, databases, operating 

systems, and end-user devices. Historically conducted on-premises within 

organisational data centres, infrastructure management has been profoundly 

transformed by cloud computing, which enables organisations to provision 

scalable computing resources on demand from third-party providers.  

The National Institute of Standards and Technology (NIST, 2011) defines cloud 

computing as a model for enabling ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing resources that can be rapidly 

provisioned and released. The three primary cloud service 

models—Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and 

Software as a Service (SaaS)—offer organisations varying degrees of control, 

flexibility, and management responsibility, and IT managers must develop sound 

strategies for determining which workloads are best suited to each model. 

  

2.4 IT Service Management 

IT Service Management (ITSM) refers to the set of policies, processes, and 

procedures used to design, deliver, manage, and improve the IT services 

provided to end users and business units. The goal of ITSM is to ensure that IT 

services are aligned with the needs of the business and delivered consistently, 

reliably, and efficiently. The Information Technology Infrastructure Library 

(ITIL), currently in its fourth edition (Axelos, 2019), is the most widely adopted 

ITSM framework globally, providing comprehensive guidance on service 

strategy, service design, service transition, service operation, and continual 



service improvement.  

Key ITSM processes include incident management (restoring normal service 

operation as quickly as possible following a disruption), problem management 

(identifying and eliminating the root causes of recurring incidents), change 

management (controlling the lifecycle of all changes to IT services and 

infrastructure), and configuration management (maintaining accurate records of 

all IT components and their relationships). Effective ITSM practices directly 

contribute to service reliability, user satisfaction, and operational efficiency. 

  

3. IT Governance Frameworks 

3.1 COBIT 

Control Objectives for Information and Related Technologies (COBIT), 

developed by ISACA and currently in its 2019 edition, is a comprehensive 

framework for IT governance and management that provides organisations with 

a structured set of principles, processes, and practices for governing and 

managing enterprise IT. COBIT is built around six core principles: providing 

stakeholder value, holistic approach, dynamic governance system, governance 

distinct from management, tailored to enterprise needs, and end-to-end 

governance system.  

COBIT distinguishes between governance (evaluating, directing, and 

monitoring) and management (planning, building, running, and monitoring), and 

provides a set of governance and management objectives organised across five 

domains. It is widely used as a reference framework for IT audit, compliance, 

and risk management, and is particularly prominent in regulated industries such 

as financial services and healthcare.  



3.2 ITIL 

The Information Technology Infrastructure Library (ITIL) is a framework of best 

practices for IT service management, focusing on aligning IT services with the 

needs of the business. ITIL 4, the current edition, introduces the Service Value 

System (SVS), which describes how all the components and activities of an 

organisation work together to enable value creation. The SVS is underpinned by 

four dimensions of service management (organisations and people, information 

and technology, partners and suppliers, and value streams and processes) and 

guided by seven guiding principles. 

ITIL 4 also introduces the Service Value Chain—a flexible model that describes 

the activities required to transform demand and opportunity into value through 

IT-enabled products and services. The framework's emphasis on co-creating 

value with customers and adapting practices to contextual needs reflects a 

broader shift in ITSM thinking towards agility, collaboration, and continuous 

improvement.  

3.3 ISO/IEC 38500 

ISO/IEC 38500 is the international standard for corporate governance of 

information technology, providing a principles-based framework for governing 

bodies (such as boards of directors) to use in evaluating, directing, and 

monitoring the use of IT within their organisations. The standard identifies six 

principles of good IT governance: responsibility, strategy, acquisition, 

performance, conformance, and human behaviour.  

ISO/IEC 38500 is notable for its focus on the responsibilities of senior 

leadership rather than IT practitioners, reflecting the understanding that effective 

IT governance requires engagement and accountability at the highest 



organisational levels. It complements operational frameworks such as COBIT 

and ITIL by providing a high-level governance lens applicable across 

organisations of all sizes and sectors. 

  

4. IT Project and Portfolio Management 

4.1 IT Project Management 

The management of IT projects—discrete, time-bound initiatives undertaken to 

create a specific technology product, service, or result—is one of the most 

operationally demanding aspects of IT management. IT projects are 

characterised by high rates of failure: the Standish Group's CHAOS Report 

consistently documents that a substantial proportion of IT projects are delivered 

late, over budget, or with reduced scope, and a significant minority are cancelled 

entirely. 

 

  

Effective IT project management requires the application of structured 

methodologies to scope definition, planning, resource management, risk 

management, stakeholder communication, and quality assurance. The Project 

Management Body of Knowledge (PMBOK), maintained by the Project 

Management Institute (PMI, 2021), provides a comprehensive reference 

framework for project management practice. Agile methodologies—including 

Scrum, Kanban, and SAFe—have gained considerable traction in IT project 

management, offering iterative, flexible, and customer-centric alternatives to 

traditional waterfall approaches, particularly well-suited to contexts of high 

uncertainty and rapidly evolving requirements.  



4.2 IT Portfolio Management 

IT portfolio management involves the holistic management of an organisation's 

collection of IT investments—projects, programmes, applications, and 

infrastructure assets—as a portfolio, applying investment management principles 

to maximise aggregate value while managing risk and aligning with strategic 

priorities. McFarlan (1981) introduced the concept of the IT applications 

portfolio, distinguishing between strategic applications (critical to future 

competitive advantage), high-potential applications (significant future 

importance), key operational applications (critical to current operations), and 

support applications (important but not critical).  

Portfolio management disciplines enable IT leaders to make transparent, 

evidence-based investment decisions, rationalise legacy application estates, 

identify redundancies, and communicate the strategic value of IT investment to 

executive leadership and governing bodies. 

  

5. Contemporary Challenges in IT Management 

5.1 Cybersecurity and Information Risk 

Cybersecurity has emerged as one of the most critical and complex challenges 

facing IT managers in the contemporary environment. The proliferation of 

digital connectivity, cloud services, mobile devices, and the Internet of Things 

has dramatically expanded the attack surface available to malicious actors, while 

the sophistication and frequency of cyber threats—including ransomware, 

phishing, advanced persistent threats, and supply chain attacks—continues to 

escalate.  

Effective cybersecurity management requires a risk-based approach, grounded in 



frameworks such as the NIST Cybersecurity Framework (Identify, Protect, 

Detect, Respond, Recover) and ISO/IEC 27001, which provides requirements 

for establishing, implementing, maintaining, and continually improving an 

information security management system (ISMS). Beyond technical controls, 

cybersecurity governance requires clear accountability structures, board-level 

engagement, robust incident response capabilities, and a pervasive culture of 

security awareness throughout the organisation. 

  

5.2 Digital Transformation 

Digital transformation refers to the process of integrating digital technology into 

all areas of a business, fundamentally changing how it operates and delivers 

value to customers. For IT managers, digital transformation represents both an 

immense opportunity and a formidable management challenge. It requires the 

orchestration of complex technological change—including cloud migration, data 

platform modernisation, API integration, and the deployment of artificial 

intelligence and machine learning capabilities—alongside equally demanding 

organisational and cultural transformation.  

Westerman, Bonnet, and McAfee (2014) argue that successful digital 

transformation requires strong digital leadership, a clear digital vision, and the 

engagement of the entire organisation. IT managers play a pivotal role in 

translating digital ambition into executable technology strategy, building the 

architectural foundations for digital capability, and managing the inherent risks 

of large-scale technology change. 

 

  



5.3 Data Governance and Analytics 

The exponential growth of data generated by digital systems, sensors, 

transactions, and interactions has created both extraordinary opportunities and 

significant governance challenges for organisations. Data governance—the set of 

policies, standards, processes, and accountabilities that ensure data is managed 

as a strategic organisational asset—has become a critical IT management 

responsibility, encompassing data quality, data security, data privacy compliance 

(including GDPR and other regulatory regimes), metadata management, and 

master data management. 

Business intelligence and advanced analytics capabilities—ranging from 

descriptive dashboards to predictive modelling and prescriptive 

optimisation—enable organisations to derive actionable insights from data 

assets. IT managers are responsible for building and maintaining the data 

infrastructure, platforms, and governance mechanisms that underpin these 

capabilities, while ensuring that data is accessible, trustworthy, and protected.  

5.4 IT Talent Management 

The effective management of IT human capital—recruiting, developing, 

engaging, and retaining skilled technology professionals—is an increasingly 

critical and challenging dimension of IT management. The global demand for 

technology talent consistently outpaces supply, creating acute competition for 

skilled professionals in areas such as software engineering, cybersecurity, cloud 

architecture, data science, and AI/ML engineering. IT managers must work 

closely with HR departments to develop compelling employer value 

propositions, competitive compensation strategies, and structured career 

development pathways for technical staff. 



  

Beyond recruitment, IT managers must foster an organisational culture that is 

conducive to technical excellence, continuous learning, psychological safety, and 

innovation. The management of diverse, geographically distributed, and 

increasingly remote IT teams adds further complexity, requiring the development 

of new approaches to collaboration, performance management, and knowledge 

sharing. 

  

6. Conclusion 

Information Technology Management has evolved from a narrow technical 

discipline into a strategic, multidimensional field that is central to the 

competitive performance and resilience of contemporary organisations. The 

preceding discussion has examined the foundational concepts and scope of ITM, 

the core management functions of IT strategy, governance, infrastructure, and 

service delivery, the principal governance frameworks that guide IT 

decision-making, and the pressing contemporary challenges of cybersecurity, 

digital transformation, data governance, and talent management.  

The effectiveness of IT management is determined not only by technical 

proficiency, but by the quality of governance structures, the clarity of strategic 

alignment, the robustness of management processes, and the capabilities of the 

people who lead and execute IT activities. As digital technologies continue to 

permeate every dimension of organisational and social life, the demand for 

skilled, strategically oriented IT managers—capable of bridging the worlds of 

technology and business—will only intensify.  

Students entering this field must develop a sophisticated understanding of both 



the technical and managerial dimensions of IT, combined with the ethical 

awareness, analytical capability, and leadership skills required to navigate a 

domain that is simultaneously one of the most dynamic and consequential in 

contemporary professional life. 
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