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Word Translation
duila glaal) Ay 5al) Inforamtic crime
Juai¥ 5 L o Al Jilia Technology and communication
means
b saall o gil8 Penal code
daandl 44 43 Defamation
z)oBaY) 2 s Luring crime
daaddl) A o Stalking crime
aYL ik Ll s Crimes against morals
il 9 dl) deliva a3l Virus industry crimes
KBS P BN Hacking crimes
JuiaYl 5 cuaill Fraud
ol Spying
Sl 48 Call theft
da al) Piracy
Adlal) clae AN Fanancial manipulations
daad il Jla) Identy theft
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Legal definition of informatic crime

These are crimes that affect the automated data processing systems specified in
the penal code or any other crime committed, or facilitated by an information
system or electronic communications system. These are all criminal behaviors
that the computer and its communication network constitute a means of
committing or hints at their occurrence i.e. crimes committed in the electronic
digital environment
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Types of information crime

1 — Crimes committed against persons: are crimes that infringe upon or
threaten the relevant rights such as:

The crime of impersonation

The crime of harassment and stalking
Crimes of deception and luring

Crimes of defamation

Crimes against morals and public morals

2 — Crimes against property: are crimes that attack property and threaten
valuable Rights and finance like:

Crimes of manufacturing and spreading viruses

Hacking crimes

The crimes of disrupting devices and networks

Fraud crime
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Word

Translation

sl e

Penology

e

Criminalization

£ 3all

Penalty

Jdalidll 5 ~olaY)!

Repair and rehabilitation

pSaYL (bl

Appealing the ruling

da ) e 2l

Reducing crime

3\,3)\)3351\ )g.j\iﬂ\

Precautionary measures

ey L

Criminal behavior

A Al e

Monetary fine

4 el adle il e

Freedom depriving penalties

LAl Gy e

Fine penalty

FRS IR FATIAT

Social justice

dge il laa

the principle of legitimacy

Alall 4 g sl

Criminal liability




General deterrence
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The concept of penology

Penology is basic science that falls within the group of forensic sciences and
consists of two parts: the criminalization part which it defines the elements of
the criminal incident and the penalty part which specialized in explaining the
elements of the criminal penalty .the science of punishment includes the rules
for implementing penalties measures and various methods of punitive treatment
that are consistent with the goals of the penal criminal policy .it can be said that
the science punishment seeks to find the best means that the legislator should
use an excuse to combat crime .punishment has elements that are :

Interested in studying criminal punishment in its forms, punishment and
precautionary measures

It is considered with implementing the criminal penalty in a way that completes
the achievements of its objectives.
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The concept of punishment from a legal perspective

The penalty is criminal penalty determined by the legislator for whoever is
proven responsible for the crime. It is a criminal penalty that must be a judicial
ruling is issued. The basis of punishment is justice, but within the scope in
which social benefit is achieved.

The punishment also has several characteristics, including the following

Personality of the penalty: which means not imposing the higher penalty on
someone who proves that he contributed to the occurrence of the crime whether
principally or accessory

The legitimacy of the punishment: the punishment is subject to the principle of
the legitimacy of crimes and punishment

The individualization of the punishment: it imposed for a specific criminal

behavior if it is known
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Word Translation

O ganall Prisons

dalyal Dl Criminal organizations

ade a Sadll The convict

Baxdiall 448 ) Tight control

Aoualall Sl 3all Disciplinary pinalties

Lalicaiy Discopline

(Y Laia Maintain security

gall farewell

aial) ail ya Violent crimes

Saad) Jiall) International murder

aal) Felony

danal) Misdeameanors

Sl The culprit

ale il The victim

a2LY! The pain




Definition of penal institutions

Algerian legislator defined penal institution as a place of
imprisonment in which in accordance with the law penalties of
deprivation of liberty ,orders issued by judicial authorities and
physical coercion when necessary are meted out .

Types of penal institutions

*Closed penal institutions: are prisons which strict regulations in
which dangerous convicts whose moral corruption has reached a
certain point are placed

*Open penal institutions: appeared due to the need to place convicts
whose number increased in world warll. these institutions are based
on the idea of trusting convicts and developing their sense of
responsibility .

*Semi-open penal institutions: were created to avoid the defects of
closed institutions and open institutions and thus mediate between
them through moderation
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Legal concept of environment

It is space resource the natural surrounding and landscapes ,the purity
of the air, the types of animal and plants, biological diversity and
balance

The environment consists of biotic and biotic natural resources such as
air, water, earth ,plants and animals including the genetic heritage and

the forms of interaction between these resources as well as places and

landscapes and natural landmarks.

All 5 5381 o ggdal
#1516 sedl ot pplall saliall 5 jpualiall agdall o gl 5 3 ) gall eliadll a
C sl o)Al g e sl clilall g ) sl

suaoY) selall 5 gall 5ol oS Ay a5 & saadl damadall 3 ) sall (e Al () oS5
o328 G Jelail) JIal 5 ) ol &l il Gl 6 Lay ol saad) 5 il 5 ea, ) ol
Akl alleall 5 laliall 5 SLYT IS 5 3 ) sall

Word Translation
cudail) Torture
Ldia sl Jlac Y Atrocities
dalaiiall A pedil) Sustainable development
L) ale Ecology
s sall Jaadll Biosphere
daaudall 3 ) gall Naturel resources
Lkl alladll Naturel landmarks
g LaBY) Uil Economic system
) g Consumption of goods
258 (o pua Money exchange
(el Ll Professional activity
Jlec Y 2 jaa Forbidden business




digall 3Lal) Proffesional life

emiill Ll Psychological behaviour

aly) ala Dishonesty

Definition and characteristics of business criminal law

It is considered a new brunch of law and is in a constant state of
development as a result of the tremendous development in the field of
business .1t is also organically linked to business law and criminal law
.and 1s considered one of the most complex laws as it covers
unconventional phenomena

Characteristics of business law
-Criminal law crimes are legal fabricated crimes
-Business crimes are technical crimes
-Business crimes are of an economic and financial nature
-The business criminal law in an enquired law
-Business criminal law has a distinctive legal nature
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Word

Translation

auilall Alabaall

Tax treatment

ol g eyl cull

Training and educational
methods.

LLaY 4y giall

Original penalty

il 4 i

Accessory punishment

Al Clel aY) o 5l

Code of criminal procedures

laal) 3aaad

Avheiving justice

L) iy ol

Precutionary measures

Social defence movement

Islamic penal system

iy il el

Discretionary power

selaiay) Jalil

Social rehabilitation

LB (e qial

Residance ban

plac Yl A he

Death penalty

Relationship of penology to other laws

1 — the relationship of penology to penal law: penology is a branch
of criminal science that shares with it the ultimate goal which is
combating crimes .the penal code is a set of legal rules enacted by the
state, according to which the actions that are considered crimes and
the penalties prescribed for them are determined from this definition it
becomes clear to us that one of the basic sections in penal law it is the
study of the various penalties prescribed by law .

2-the relationship between penology and criminology: criminology
examines the factors of the criminal phenomenon with the aim of
addressing those factors to reduce the severity of the crime in society
.the criminal penalty is the crime shadow .crime and punishment are
inseparable.




3 — Relationship between penology and criminal policy: penology
has a connection with criminal policy as criminal policy is the
methods and directives that determines for the criminal legislator what
it should be .it includes criminalization provisions, penalties, and
measures appropriate to each crime
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Simple images of attacks on the automated data processing
system :

1 — unauthorized entry: is punishable by imprisonment from three
months to one year and fine of 500000dzd to 100000 dzd for anyone
who fraudulently enters or stays in all or part of automated data
processing system or thereabouts.

2 — Unauthorized stay: means entering the system and continuing to
be inside it without the permission of its owner. despite his knowledge




that his stay is unauthorized his punishment is the same as the
punishment for entry unauthorized access to the system .

Objectives of information crime

The goals of cybercrime are to gain access to information illegally,
such as stealing information, accessing it, or changing it in order to
achieve the criminal goals and gain control and to be able to access
via the internet, the servers that provide the information, and disable
it, or manipulate its data. Confidential information is also obtained
from entities that use technology, such as institutions, banks,
government agencies and achieve illegal material, moral, or political
gain

Characteristics of information crime:
-Difficulty in detecting cybercrime
-Difficulty proving the crime
-Information crime method

-Cybercrime usually occurs with the cooperation of more than one
person

-Privacy of cybercriminals

-Information crime is a cross-border crime
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Aggravation related to criminal incidents:

1 — Surveillance: is the act of waiting for a person for a long short
period in one or more places in order to take his life or attack him. The
element of surprise of surprise or concealment, such that the
perpetrator does not give the victim any opportunity to defend himself
but rather success in committing the crime is almost guaranteed




2- murder related to a felony: which is a type of real multiple
crimes, but the legislator excluded it with a special ruling that differs
from the rules regulating matters of multiple crimes .the lesson of
punishment for such multiple crimes is undermined by the necessity of
addressing the case of the criminal who not only commits murder, but
whose dangerous personality can lead him to more than that would
warrant the death penalty

3 — murder related to a crime: in the case the crime accompanying
the murder is less severe and is not sufficient to it is associated with
murder but there must be a causal relationship between them so
murder must be its purpose is to prepare, facilitate, or carry out a
misdemeanor or to facilitate the decision of the perpetrators of this
misdemeanor partners in it

Private pictures of murder

1 — murder by poisoning : has been specially adopted by the
legislator and the maximum penalty is death due to its different nature
from ordinary murder and its mean the use or handling by others of
substances of that killing nature

2 — Murder of ascendants: is the taking of the life of father, mother,
or any of the legal ascendants provided that this ascendants is
legitimate which exclude cases of adoption or sponsorship

3 — Murder of newborn babies: what distinguishes this crime is the
issue of the recent birth whose cities are not specified by law.

Punishment of Simple and aggravated murder

For premeditator murder an original penalty is life imprisonment in

addition to the complementary and accessory penalty as for murder
with the presence of an aggravating circumstance all of them are
punishable by death
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Business crimes that belong to basic penal code

The crime of breach of trust: it is one of the crimes against property
.And it is anyone who embezzles and squanders in bad faith
commercial papers , money, goods, securities, receipts or any other
documents that establish or prove an obligation or release that were
not delivered to him except as a lease or deposit or agency or
mortgage .

The crime of money laundering: is the transfer of funds concealing
their true nature or acquiring and possessing those funds with the
knowledge that they are derived from a drug crime. The Algerian
legislator defined it as the transfer of property with the perpetrator’s




knowledge that it is criminal proceeds .which concealing or disguising
the true nature or source of the property

Bankruptcy crimes in the field of companies it is considered an
unusual reason for its demise .in the event that a judicial settlement is
not reached leading to reconciliation between the company and the
creditors , the bankruptcy may be the result of fraud , deception
,negligence ,or improper conduct

Business crimes that belong to special criminal laws

1 — Crimes of misuse of funds and management authorities in
commercial companies: we find the legislator always pursuers
managers and management bodies and criminalizes all actions that
they may undertake that undermined the company’s financial
integrity, business power, or exploit the influence of it and their
administrative powers

2 — the crime of misuse of management powers in commercial
companies: this crime is considered one of the crimes that also occurs
during the exercise of management and management tasks and its is
very close and closely related to the crime of misuse of company
funds.

3 — Stock exchange crimes: criminal protection for the stock
exchange requires the existence of a stock exchange and then
following up on the stock exchange’s activities and international
tenders in the event of any criminal act being committed
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Laws regarding punitive enforcement

The sources of penology are represented by the penal laws and the
principals of criminal trials the development of penal science at the
present time had led to the creation of special laws in most countries
of the world that explain how to implement punishments , especially
the penalties of deprivation of liberty and the death penalty .these laws
are known as the penal code and the penal code in a basic part of it, is
regulated by rules .the science of punishment approved by the
legislator ,and this part is of great importance as it highlights the
connection between the science of punishment and the law of
punishment. The science of punishment is the source of this part of the
rules of the of punishment

If the penal code is concerned with clarifying the types of penalties
that are imposed on those who commit a crime then their
implementation must be carried out in a way that achieves its purposes
.accordingly the method of implementing penalties has become of a
great importance because it explains how to rehabilitate and reform
the offender

The law also contain texts that clarify the rights and duties of inmates
and that it 1s not permissible to impose any punitive or disciplinary
measure on them inside penal institution except after the inmates
learns of subsequent violations. these laws also include rules that




indicates the method of implementing punishment and punitive
treatment inside punitive institutions and outside them that aim to
educate and refine the inmate

(i) LTI Aualal) ¢y gal

sk ol 400 3l cilaSladll J sl 5l siall sl Jiadi laall ale jalias )
48S a5 allall J 50 alara (8 duald (il 8 o) () pesalall S 1) 8 Qlaad) ale
Gl sl 228 s, alae Y g Lgbe Ay pall Alall il siall (YL 5 b géall 283

la i) il laadl ale ae) g8 die culad Shd 8 Gl o gl8 aday 5 laall ) ilsy
alad Qlall 08 5 Qlall ale oy Aleall 4y 508 3 3 S dpaal o3 Hlaill a5 g il
C il i ac) @ e (3A1) 1A juaa e lEall

Lo ey S5 1 (g (e i ) b il o)l oy it il siall () 58 S 1)
il siad) 25 A pla (8 dule 5 Lgie i sl iy gad e 2 o cang La i ld
‘\A).».AJ}@\AJ\ d.gﬁu:\:\sgscmy\.@qy DJJJS“\:\A.Q\ <l t_aa.\m\

oY ) g 3l s pae 5 aeilnl 55 oY N G s G L guaad (il 5811 (5 it LaS
Gl (e 2xy Lay Q3 ale any W) dliall Glian sall Jaly agale s 5l e
Jala i) dlaleall g4, siadl a3 gl () i ae ) @ il g8l o2a aucai LS,
C el cde A i () aagd Al Lea Ay dliall Sl all

4 Jalad) 4 318 Cilalhiaa 10 pd) 3 _pialae

The position of Algerian legislator on cybercrime

The Algerian legislator found no alternative to amending the penal
code since there was a legal vacuum in this area .the legislator
appreciated in his intervention that the essence of informatics is the
data that enters the computer and turns into information after
processing and storing it, so he protected this data from several
aspects.

Therefore the Algerian legislator has raises its use of the term harming
automated data processing system and this term is applied according
to the meaning of the word to information and the system that contains
it




Crimes related to information and communication technology

They constitute the most important crimes related to information
technology and the one that raise the most legal problems .they
generally consist of some traditional crimes that are committed by
means of information technology and are gained within this
framework new characteristics are associated with computers and
information system which are distinct from the traditional image of
them, and thus lead to the difficulty of applying traditional texts to
them while they are in their new guise .among these crimes for
example it is possible to imagine committing terrorists crimes trouble
crimes or moral crimes

Al shral) Aagad) a5 £ kil i ga

Jlaall 138 8 5 5il8 18 SIS Lal el giall (5l Jpamd (e Vo (gl ) & el gy ol
Coall ) Ja ) ildanall ga Al slaall a ga o) 138 alAXs 8 g il 508

sac 4 sl (e Cilplarall 028 dlany Al Ly 1A 5 Lgtindlaa 22y e slea I 528 V)

Gl all LY dadlaal) abaiy Gubisall plhadl dalasivl ) jall g dall B a8 el
Lele (5 sing (2l aUaill 5 e slaall ) ARISH ATV b 5 mellaiadll 138 o iy

JuaiN) g ANy Lia o) 5305 Aluaiall ail ol

(e Ao AN KAl 5 ) W ST dila slaally i ) a3l jal) aa) (S5 &
CauSid 45 slaall dlan) 5 Lol )l oy Al Apalail) 3l jadl ans (e dale ddiay () oS
O el Al glaall akaill 5 IV Caalally Lehals 5 s30a (ailiad kY1 1 Jal

& 2 e Lol (a paill ki 4 e I UL (255 L i) 5 ) suall
Ala ) a3l QUK ) geatt o) S JUa) S e 23l jall 038 (g naall Lga 8
AENAT 2l s ) g3l il s,




